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IHHEPIAHYH

O oKomdG NG SOKIUNG SEIGOVONG TOL YIVETAL GTOV SLOSIKTLOKO OLKOULGTT 1GTOV TOV
QUL0EEVEL VIINPEGTIEG TOVL TAPEYOLV TAVTOTNTO KOl TIGTOTOINGN KOl EQAPLOYES TOV
INCOGNITO givor yio v a&loAdynon g ac@AaAELng TOL Kot Katd TOG0 ot ivort
EMOPKNG £TGL MOTE VO TOV TPOSTATEYEL 0Td OTOLONTOTE £100VG eMiBeon GTOV
KuPBepvoympo amd kdmoro kKakofovro ypnotn. Exiong yiveton ywo va e€etaoctel edv ot
apLVTIKEG HEBOOOL OTLMG KO 01 TOAMTIKEG AGPAAEiNG TOV ypnolponotel eivor apKeTES.
[MapdAinia 6pmg yivetat kKot 1 aEl0A0YNoT TV SLVATOTHTAOV TOV EPYOAEIDV TOV
YPNOLOTOON KOV T 0010, ATOTELOVV TO TTLO GVYYPOVO AVOIKTOD KOJIKO, EPYUAELDL TaL
omoia 0 omotosdNTote pnopet va Exel mpdsPaon. [To cvykekppéva 1 Epgvva ot
anookonel 610 va fpeBovv Tuydv evmdBeiec Tov pumopel va VILAPYOVY GTO GVGTNLLOL TIG
omoieg o1 dtyelploTég Oev yvapilovv kat ot omoieg B pmopodoay va ETTPEYOLV GE £val
KOKOBOLAO ¥pNOTN VO ATOKTHOEL U €£0VG1000TNUEVT TPOGPaon 6T0 cOOTNUA ElTE GE
Kamoto péPog dedopévmv N evaicOntov mAnpopopidv mov dev Ba énpene. [lapovsidleTon
(o oAokANpopévn emideén evog Penetration Testing katd tnv omoia dokipdlovtat
SPOp®V €OV eMBECELS Kot TEXVIKEG O 0moiec Oa pmopovcay vo Tpoypotoroinfodyv and
éva kakOBovAo ypnotn mov mpoonadel va e16BdAel 610 cuoTNU pall pe To epyoieia Ta
omoia ypnoponomdnkav kot yori. Ta amoteléopata TG SOKIUNG aVTNG Hmopel va
ATOTEAEGOLV 001YO Y10 TOVS SLUYEPIGTEG TOV GLGTILOTOG Y1 TNV KAALYN Kot emd0pHwon
TUYOV KEVOV ACQAAELNG TOV UTTOPETL VAL VTTAPYOVY £TCL DGTE VA AmoPeLYDel LEALOVTIKT
enifeomn and omoloconToTE KuPepvosykAnuatio, n onoia uwopel vo empépel cofapég
OULVETELES TOGO GTO, OEOOUEVA TTOV SLOPVAAGTOVTOL OALY KO GTO (LTOLLOL TTOV APOPA TO

GUYKEKPLUEVO GUGTN LA
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ABSTRACT

This thesis journal aims to perform a Penetration Testing to the online identity and
authentication provider web server that holds services and applications of INCOGNITO to
assess its security and protection level against any type of cyber-attack from a malicious
user. Also, another goal of this assessment is to check the defense mechanisms and safety
policies that utilizes are adequate for its protection. At the same time, we evaluate the
performance of the tools used in the process which are state of the art open-source tools that
are widely used and accessible to anyone. More specifically, the research aims to find any
possible vulnerabilities or misconfigurations that may exist in the system that the system
administrators might be unaware of as this is a development server, that could allow a user
with malicious intentions to gain unauthorized access to the system itself or to a part of
information that shouldn’t have. This thesis presents the entire procedure of Penetration
Testing during which are attempted a different kinds of attacks and techniques that a
malicious user could perform along with the tools used and for what purpose. The results of
this Penetration Testing can be a useful guide for the system administrators to learn about
any possible vulnerabilities and release the appropriate security patches to fix those security
flaws and prevent a future attack of any cybercriminal that could cause severe consequences

not only for the data that are kept but also for the people responsible for the server.
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