CYPRUS UNIVERSITY OF TECHNOLOGY

FACULTY OF ENGINEERING AND TECHNOLOGY

o Cyprus

] [ University of
Technology

Bachelor’s Thesis

Towards a trainee-centric Cyber Range Training
Platform

Antonis loannou

Limassol, May 2023



CYPRUS UNIVERSITY OF TECHNOLOGY
FACULTY OF ENGINEERING AND TECHNOLOGY

DEPARTMENT OF ELECTRICAL ENGINEERING COMPUTER
ENGINEERING AND INFORMATICS

Towards a trainee-centric Cyber Range Training
Platform

Antonis Ioannou

Limassol, May 2023



Approval Form

CYPRUS UNIVERSITY OF TECHNOLOGY

Towards a trainee-centric Cyber Range Training Platform

PRESENTED BY

ANTONIS IOANNOU

Advisor

Dr. Michael Sirivianos

CYPRUS UNIVERSITY OF TECHNOLOGY

LimassorL, MAy 2023



Copyrights

Copyright(©) 2023 Antonis Ioannou
All rights reserved.

The approval of the thesis by the Department of Electrical Engineering, Computer En-
gineering and Information does not imply necessarily the approval by the Department of
the views of the writer



Acknowledgements

I would like to thank everyone who generously shared their valuable insights and ideas.
More precisely, I want to express my appreciation to Dr. Michael Sirivanos for his super-
vision and direction during the whole thesis process, assisting me in selecting a topic and
following the project toward fulfillment. I would like to thank Pantelitsa Leonidou for
sharing her valuable suggestions and knowledge on cybersecurity in the healthcare sector.
Furthermore, I am also thankful to Nikos Salamanos for sharing his ideas and assisting
me through the research process. Lastly, I appreciate my family and friends’ constant
encouragement and support throughout the thesis process.



Abstract

In the last decades, cyberattacks have targeted the healthcare sector because
of the sensitive data it handles, for instance, Personal Health Information (PHI),
Electronic Health Records (EHR), medical history, financial details, prescription
data, etc. This study focuses on the cyber threats that affect the healthcare sector
and the vulnerabilities within the healthcare sector that make it a prime target for
cyberattacks. We design a questionnaire for medical professionals and cybersecurity
teams to gather relevant data about the insights of the participant’s institutions to
identify and address the current challenges. Also, a Cyber Range Simulation and
Training platform for healthcare stakeholders is proposed with the back-end design
with its components developed. We focused on presenting the platform’s proto-
types that offer a user-friendly approach for developing training scenarios tailored
to healthcare professionals and security experts within organizations. Moreover,
we propose an approach of using open-source tools to collect data from a Security
Information Event Management (SIEM) tool and present the way in which these
tools can work together in (1) collecting the data related to the healthcare organi-
zation into the Cyber Range Simulation and Training Platform and (2) the creation
of the training scenarios based on the Cyber Range Security Assurance model of
the organization.
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