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Evyoaprotieg

Me v oAokAnpwon TG TapohooS TTVYLOKNG epyociag, aicBdvopot v avéykn va
EKQPACH TIC PabLEG OV ELYOPICTIEG KOL TNV EIAIKPIV OV EKTIUNGOT TPOG OAOVG EKEIVOLG
OV GLVEPOAGY UE TOV TPOTO TOVG GTIV EMTLYN OAOKANPMGCT GLTNG TNG TPOCTADELNG.
[Ipdta an’ dha, Ba NBeda va evyapiotiom Bepud tov emPAénovta kabnynt pov, Ap.
[Mavayiowtn Hila, yioo Tqv moAdTiun kabodnynon, tn cuvey] vTooTipiEn, TIC YPNOLULES
GLUPOVAES KOl TIC Kaipleg TapaTNPNOELS TOV kaB’ OAn TN StdpKeld TG EKTOHVNONG TNG
gpyooiag. H xkaBodnynon tov amotéhece Pacikd TLAGOVO ylol TNV EMIGTNUOVIKE Kot
EPELVNTIKY HOV Topeia G€ AVTO TO EYYEIPMULA, KOL TOV gVYXUPIOT® Beppd Yo Tov Ypdvo

KOl TNV 0(pOGIimCT TOV APIEPWOGE.

EmimAéov, Ba nBeha va eKPplo® TV ELYVOLOGVVI OV TPOG TNV OIKOYEVELH LLOV Y10 TNV
apéPLoTn otNPEN, TNV LIOUOVY], TNV EVOEPPLVGN KOl TNV TGTN TOVG OTIS dSVVATOTNTEG
pov ka’ OAn ™ S1dpKELD TOV GTOVODV LoV Kol EWIKOTEPA KATA TNV TEPIOJO GLYYPAPNS
™mg mroylokng epyaciog. H om)pi&n tovg omotélece yio péva mnyn ovvaung Kot

EUTVELOTC.

Téhog, éva peydAo guyaplot® oTovG GIlovg Hov, ot omoiol otddnkov dimAa pov pe
KOTOVONON KOl GUUTAPAGTACT], GUUPAAAOVTOS OVGLUGTIKG GTN STNPNCN TNG YLYIKTS
LoV 160ppoTiag Kot evOappOVOVTAS LE VO GUVEXIC® TNV TPOCTAOELS LoV OKOUO KOl OTIG

O OTTOLTNTIKEG OTIYUEG.



HEPIAHYH

H moapodca mruylokn epyacio emMKEVIpOVETAL GTNV Oviyvevorn Kol aviivon sandwich
attacks oto owoocvommuo tov Ethereum, pe épeaocn oTic cLUVOAAXYECG OV
TPUYHOTOTOOVVTOL HECH OmOKEVTIPOUEVOV avToiiaktnpiov (DEX) énwc to Uniswap
[1]. Ta sandwich attacks amotehovv o KokOPOLAN oTpATNYIKY OTOV £vag EMTIOEUEVOC
TOPEUPAAAEL CLVOALAYEC TPV KO LETA Ot o cuvaAayT] OOHOTOS, EKUETAALEVOUEVOG

TN SKOOVOT TNG TG TPOG 0QeAGS ToL [2].

H epyacio eotidlel oty avamtoén evog unyavicpov aviyvevong tétouwv embécewv
Baoel Tpaypotikdv on-chain dedopévov. o v enitevén Tov 6160V, aglomombnke 1
YAOooo mpoypapupoticpod Python kot gpappdotnke pa mpocéyyion Pociopévn ce

dedopéva cuvarraydv e€ayopeva and to Etherscan.

To gpyareio avaAdEL TIC GLVOALAYES LECH OPYEI®V .CSV, TPOYLOTOTOLDOVTAS PIATPAPIG LA
Ko ypovikt| Tagvounon. ‘Enetta, epoppdlel Evav alyopifpo "kivovpuevov mapabopov”,
evtorntiCovtag vmonta potifo tonov BUY-BUY-SELL kot SELL-SELL-BUY, ta onoia
cuvoéoviat pe emBécelg sandwich. Aviyvevoviol TEPMTMOGELS OOV 0 110G AoYaPLacUOG
aAANAETIOPE 600 PopES e To 1010 pool, Tpiv Ko Hetd T cuvaAlayn evog Tpitov ypnot,
VTOOEIKVOOVTOG EVOEYXOUEVT eKUETAAAEVON TG TYUNG. Ot emtiBépevol mov evromilovton
Kataypaeoviol 6e dopnuévo apyeio tomov JSON poli pe T oyeTikég cUVOAAAYES Kot
YPOoVIKEG TANpoopiec. H mpocéyyion avt mopéyet eveMéio kan axpifeta, evod 1 xpnon

TOTKMOV 0E00UEVMV EEOAEIPEL TOVG TEXVIKOVG TTEPLOPIGLOVG TV API.

Koatd v gpappoyn tov gpyoreiov eviomiotnrov moivdpiBuec mepumtmoelg sandwich
attacks, pe peyodvtepn ovyvotto oe tokens pe avénuévn dpactnprotto Kot GyKo
cuvvoAlaydv. To potifo SELL-SELL-BUY gupgaviotnke cvyvotepo ce oxéon He TO
BUY-BUY-SELL, evd 1 mhelovotnta tov eniBécewv eKONA®ONKE e EAYIOTN YPOVIKN
andotaon petald TV empépovg ovvorlraywv (0-2  devtepdiemta). Emutiéov,
napotpnOnkav  emavorappfovopeveg  OevBovoelc  emTBépEVOY,  YEYOVOG OV

VTOONAMVEL T OPACT] AVTOUATOTONUEV®V bOLS [Le GLGTNATIKY GTPOTNYIKT).

Méow g enelepyaciog TV 0e00UEVOV, TO GOGTNLO EVTOTILEL LOTIPO TOL LTOINADVOLV
v vrapén sandwich attacks kot kataypdeet tovg emriBépevoug oe apyeio JSON. Av kot
dgv vAomoteiton dradikacio KatayyeAlag, N TapayOUevn TANPoPopio UTOPEL SLYNTIKA VO,

alomomBel v tekuNplopévn VIOPOA KaTayYEAMDV o€ apuUOdIONG QOPEic M Yo
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TEPUTEP®  epeuvNTIK  a&lomoinon pe oTdY0 TNV Evioyuom TG OCQAAENS OTO

owoocvotnua tov DeFi [3].

AéEaic-krewond: Ethereum, Sandwich Attack, DeFi, Etherscan API, Dexscreener,
Python, Aviyvevon Embécemv

vil



ABSTRACT

This thesis focuses on the detection and analysis of sandwich attacks in the Ethereum
ecosystem, with an emphasis on transactions executed through decentralized exchanges
(DEXs) such as Uniswap [1]. Sandwich attacks are a malicious strategy in which an
attacker inserts transactions before and after a victim’s transaction, exploiting price

fluctuations for personal gain [2].

The goal of the project is to develop a detection mechanism based on real on-chain data.
To achieve this, the Python programming language was utilized, and the approach was

based on transaction data exported from Etherscan.

The tool processes transactions via .csv files, performing filtering and chronological
sorting. It then applies a sliding window algorithm to detect suspicious patterns such as
BUY-BUY-SELL and SELL-SELL-BUY, which are associated with sandwich attacks.
The tool identifies cases where the same address interacts with the same liquidity pool
before and after a victim’s transaction, suggesting potential price manipulation. Identified
attackers are logged in a structured JSON file along with the relevant transactions and
timestamps. This approach ensures both flexibility and accuracy, while avoiding the

technical limitations of live API usage.

During testing, numerous sandwich attacks were detected, primarily in tokens with high
transaction volume and activity. The SELL-SELL-BUY pattern was observed more
frequently than BUY-BUY-SELL, with most attacks occurring within 0-2 seconds
between steps. Furthermore, several repeated attacker addresses were identified,

indicating the presence of bots executing systematic strategies.

Through this analysis, the system detects patterns indicative of sandwich attacks and
records the attackers in a JSON file. While it does not implement an automated reporting
mechanism, the generated data can potentially support the submission of formal
complaints to regulatory entities or be used for further research aimed at strengthening

security in the DeFi ecosystem [3].

Keywords: Ethereum, Sandwich Attack, DeFi, Etherscan API, Dexscreener, Python,
Attack Detection
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