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Abstract
This study draws on several data activism projects and applies discursive interface analysis to

understand the material means by which activist software strives to empower users vis-à-vis

data power. The analysis uncovers four types of oppositional affordances: (i) enabling the use

of hidden affordances (ii) imagining new affordances (iii) creating meta-affordances (resignifying

perceptible affordances of corporate platforms and reconstructing their meaning), and (iv) creating

anti-affordances (hindering or distorting corporate platforms’ affordances to the extent that they do

not perform their intended function). Although not without limitations, oppositional affordances

reveal the actual agentic possibilities of data activism for users other than activists to affect the

very algorithms that produce them as datafied subjects. The proposed typology provides a means

for further empirical analysis of critical software and its subversive potential for users. The article

concludes with a critical discussion of data activism as a means of vernacular critical praxis.
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Introduction: The emerging practice of data activism

Remember ‘Google bombing’? Back in the 2000s, internet users were witnessing the at times
amusing effects of a tactic that took advantage of the Google search algorithm to make a –
usually– political statement, such as typing ‘miserable failure’ to get linked to the biography of
George W. Bush. Google bombing was based on the discovery that with enough links any site
could be pushed up to the top of the search results, linking a particular word or phrase with a par-
ticular site, even if the search term did not exist on that page. Retrospectively, Google bombing can
be seen as an act of data activism, understood as engagement ‘in politically motivated use of
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technical expertise in view of fixing society through software and online action’ (Milan and Van der
Velden, 2016: 60).

Since then, algorithmic media have grown rapidly in sophistication and reach, peaking with
social media and big data applications that ‘constitute and enact the everyday’ (Willson, 2017:
139). Data mining techniques in social media are ubiquitous, turning many aspects of users’
social life into algorithmic relations, while proprietary algorithms assume decision-making
power over users. This has given rise to concerns that we are ushered into an emerging order of
‘data colonialism’ that appropriates human life itself (Couldry and Mejias, 2019) and a ‘soft’ bio-
political mode of control (Cheney-Lippold, 2017). Rieder (2016: 40) highlights the epistemic
nature of big data practices, which function as ‘empiricism on steroids’ and enable fully automated
decisions in the market and governance that are endowed with economic appeal and social –even
ethical– desirability. Critical accounts of algorithmic power reflect on how top-down datafication
typically corresponds to a loss of human agency (Rieder, 2016), due not only to algorithms’
opacity but also to their ‘a-semiotic’ and instant operation (McKelvey, 2014). User subjectivities
created by algorithmic media tend to be subordinate to data power (Gehl, 2014), unless new med-
iators ‘translate their operations into something publicly tangible’ (McKelvey, 2014: 597). Data
activists attempt to do just that: assume the role of the intermediary to ‘support the agency of data-
fied publics’ (Baack, 2015: 1) and create ‘counter-imaginaries of datafication’ (Kazansky and
Milan, 2021).

Data activism, as a grassroots response to (top-down) datafication, pursues practices such as
obfuscation and encryption to resist corporate or state surveillance and employs campaigns, train-
ings and software to strengthen the agency of datafied citizens. Existing studies have developed
valuable descriptive accounts and typologies of data activism (e.g. Brunton and Nissenbaum,
2015) and have explored its alternative epistemologies (e.g. Milan and Van der Velden, 2016).
Yet, excluding some recent studies (e.g. Kazansky and Milan, 2021), a focus on subversive soft-
ware itself is comparatively underdeveloped, empirically and theoretically. This is precisely the
focus of our inquiry: to zoom in on the software created by data activism practices that make
‘sense of data as a way of knowing the world […] turning it into a point of intervention’ by creating
‘counter-discourses and data countercultures’ (Kazansky and Milan, 2021: 63–64).

This article combines the fields of data activism and affordance theory, and engages in a socio-
technical analysis of data activist software to understand the material means by which data activism
strives to empower users vis-à-vis data power. Having briefly introduced the emerging practice of
data activism, we focus on affordance theory to situate our analysis, reviewing latest approaches
and suggesting further nuances. The empirical part of the study draws on a diverse set of projects
to explore the following question: what kind of affordances do data activists provide everyday users
and how do these affordances mediate the perception and experience of corporate platforms? In
other words, how does data activism software attempt to empower users and render corporate plat-
forms permeable to user agency?

Affordances and user agency

Untangling data power and user agency requires moving ‘constantly between the technical and the
social’, ‘the inside and the outside of technical objects’ (Akrich, 1992: 206). In algorithmic media,
the relation between the material and the symbolic is profoundly reconfigured, as the meaning of
data occurs not semantically or through representation but primarily through data processing
(Couldry and Powell, 2014; Milan, 2015a). Affordance theory is a constructive entry point for
tapping into the action possibilities enshrined in data activism by exploring the interconnection
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between material and symbolic resources. Gibson (2014/1979) first referred to affordances as
means of action within the field of psychology while Norman (1999) within design studies
posited that ’affordance refers to the perceived and actual properties of the thing […] that determine
just how the thing could possibly be used’ (1999: 9). Our theoretical understanding of affordances is
grounded on these definitions, while also developing them further to respond to the needs of this
study. Affordances is a good entry point into the making of data activism as this concept can
offer the means (symbolic and material) to understand the normalities of technologies through
the study of its designed properties and functionalities. Following Bucher and Helmond (2018:
242), when it comes to data activism the concept of affordances can reveal communicative
actions and ’can best be studied in and through the kinds of practices that technology allows for
or constraints’.

In conceptualizing affordances, we draw primarily on Hutchby (2001), who offers a
conception of affordances as aspects of artefacts that ‘frame, while not determining, the possibilities
for agentic action’ (p. 444). The notion of affordance accounts for the possibilities technologies
offer the people who use them. On the one hand, affordances are functional in that
they ‘shape the conditions of possibility associated with an action: it may be possible to do it
one way, but not another’ (Hutchby, 2001: 448). In this sense, they are properties of artefacts,
often conceived as constructed and materialized by designers. Designed or ‘structural’ affordances
(boyd, 2011) shape digital architectures and dictate particular uses, as they bypass processes of
reflection, and construct specific user subjectivities. As Akrich (1992: 208) explains, designers
‘define actors with specific tastes, competences, motives, aspirations, political prejudices, and
the rest […] “inscribing” [their] vision of (or prediction about) the world in the technical content
of the new object’. Hutchby claims that this conception of affordances allows us to challenge
the (radical) constructionist thesis that artefacts are fully open for interpretation and are ‘given
meaning and structure through actors’ interpretations and negotiations’ solely (2001: 450).
Affordances do not predetermine human action, yet they ‘do set limits on what it is possible to
do with, around, or via the artefact’ (Hutchby, 2001: 453). More importantly, this approach
allows a shift of the analytic gaze from representations of and discourses around technologies to
its material aspects.

At the same time, affordances are also relational, which means that possibilities of action are not
immutable and identical for all users (Shaw, 2017) but may differ according to how different users
perceive them and position themselves toward them – what Nagy and Neff (2015) call ‘imagined
affordances’. The relational quality of affordances is exemplified if we consider that platforms
encode different action possibilities for different kinds of users (Ettlinger, 2018). For instance,
Facebook’s ‘Like’ enables ordinary users to express emotions and opinions, share information,
indicate support etc. At the same time, it enables Facebook (owners) to extend its data collection
practices to external websites. It also affords marketers access to targeted advertising based on
the information collected by users (Bucher and Helmond, 2018). Facebook ‘Likes’ are used by
developers to build applications and new services on top of Facebook, such as the dating app
Tinder (Helmond, 2015).

The notion of ‘imagined affordances’ opens up a host of possibilities with regard to user agency
in terms of practices or uses. Shaw (2017) moves toward this direction by connecting affordance
theory to Stuart Hall’s encoding/decoding model (Hall, 1980/2006). Approaching technology
and artefacts as text and reading positions as uses, she identifies dominant or hegemonic uses
when users use artefacts ‘correctly’, namely they use the perceived affordances in ways that
conform with the designers’ intended uses. Oppositional uses are unexpected, unintended or
‘wrong’ uses, in the sense that users devise affordances that designers had not thought of or
exploit existing but imperceptible affordances.
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Although the recent but prolific field of (critical) data studies lays bare the harms of datafication,
the study of data activism and especially its critical software (Fuller, 2003) is comparatively under-
developed, empirically and theoretically. The current analysis responds to Fuller’s (2003) call for
understanding the ’materiality of software’ and theorizing how particular activist software creations
produce certain effects and models of user subjectivity (Fuller, 2008). This critical approach is not
concerned with the functionalities of software but is rather concerned with the questions on how
software consists of different elements and the ways they are embedded in a dynamic web of rela-
tions. Fuller (2003) further explains that there are two key modes of operation: a) firstly, by using
’the evidence presented by normalized software to construct an arrangement of the objects, proto-
cols, statements, dynamics, and sequences of interaction that allow its conditions of truth to become
manifest’ (2003: 23), b) secondly, it exists ’in its various instances of software that runs just like a
normal application, but has been fundamentally twisted to reveal the underlying condition of the
user, the way programmes treat data, and the transduction and coding processes of the interface’
(ibid). The work of Fuller is valuable because it makes apparent the processes of technological nor-
malization operating at many scales within different software products. Within this tradition,
Andersen and Pold (2018) examine the relationships between art and computer interfaces, pointing
out the interface’s disruption of everyday cultural practices. Through their work, they present a new
interface paradigm with cloud services, smartphones, and data capture, by examining how particu-
lar software art forms seek to reflect this paradigm. In their book The Metainterface, the authors
argue that there exists a metainterface to the displaced interface, which can be described as a
form of ‘semantic capitalism’ of a metainterface industry that captures user behaviour. This metain-
terface can disrupt everyday urban life, changing how the city is organized but also how the cloud
affects the experience of the interface. In the same vein, van der Vlist and Helmond (2017), inspired
by the work of Fuller (2003), point towards an analysis of Data selfie, arguing that such activists’
creations tend to confront users with social media companies practices of data collection, calcula-
tion, and potential profiling by means of speculative data awareness.

Data activism shares many features with other concepts such as tactical media (Garcia and
Lovink, 1997), which builds on De Certeau’s (2014/1984) theory of people’s tactical responses
to everyday texts and technologies to resist, without escaping, repressive realities. Data activism
projects, working with new materials (’data’) are too, like tactical media, ’always in becoming, per-
formative and pragmatic, involved in a continual process of questioning the premises of the chan-
nels they work with’ (Garcia and Lovink, 1997: n.p.). What is different is the focus on the relation
between the creators of data activism projects and their users. In tactical media, users of mainstream
texts/technologies perform acts of resistance by engaging in tactical uses of given texts/artefacts. In
data activism, data activists create software to offer lay users opportunities for oppositional action.
These opportunities or interventions can be qualified as forms of ’antagonistic algorithmic media
practices,’ which ’tactically subvert, manipulate, or obviate extant power relations’
(Heemsbergen, Trere and Pereira, 2021). Data activism practices are inscribed within critical algo-
rithm studies as forms of political and social resistance towards how algorithms are created, used,
and imagined (ibid). What exactly do these creations enable lay users to do? This is the question that
we wish to explore; towards this end, affordances is an important concept that can shed light on the
actual potentialities (and limits) of activist software.

Others existing studies of data activism have developed useful descriptive accounts and typol-
ogies (Brunton and Nissenbaum, 2015) and have explored its alternative epistemologies (Milan and
van der Velden, 2016). The concept of affordances, as laid out above, can be extended beyond ana-
lysing the restrictions of certain artefacts, as critical software studies typically do, to explore the
possibilities for action crafted by activist software. Within this background, a host of questions
spring up. How do oppositional uses come about? How does data activism software mediate the
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perception and use of corporate platforms’ affordances? As we will argue below, data activists
intervene at the material substratum by creating oppositional affordances for ‘ordinary’ users.

Research questions and methodology

Our empirical inquiry poses one main research question: what kind of affordances do data activists
provide users and how do these affordances mediate the perception and experience of corporate
platforms and technologies? This question aims at exploring the ways in which data activism
attempts to empower users and render corporate platforms permeable to user agency.

To explore this question, we analysed several data activism projects which we selected by pur-
posive sampling. First, an initial list of projects was compiled through general search engines (May
2016 – December 20181) using key phrases such as ‘data activism’, ‘data activism applications’,
‘social media applications’, ‘data awareness’. These searches yielded links to websites of applica-
tions and projects. This initial list was reviewed to acquire prior knowledge of the phenomenon
under study (Rapley, 2013). To limit the number of cases, three explicit criteria were set. First,
that they included the use of software (hence, solely informational material was not selected)2;
second, that their description made explicit reference to the most prominent corporate platforms
(e.g. Facebook, Twitter, Google) or technologies (e.g. face recognition systems) or that their use
required use of these platforms; third, that they explicitly challenged corporate social media by
referring to key issues related to ‘data politics’ such as privacy, surveillance, data governance, algo-
rithmic selection of content, filter bubble etc. The final sample includes seven projects, which were
deemed as ‘information-rich’ cases (Rapley, 2013) that reflect well the diversity of relevant appli-
cations and thus serve the purpose of this exploratory study aiming at discovering theoretical con-
cepts about the phenomenon under study (Glaser and Strauss, 1967). The seven projects are: Data
Selfie, Commodify Us, Suicide Machine, Me and My Shadow, Antipersona, Go Rando, and
Facebook Demetricator (see Table 1). After arriving at a typology through the analysis of these
cases, additional examples of similar projects (some of them very recent) were identified and ana-
lysed to broaden the scope of the study (Syb, ADPC, Zizi – Queering the Dataset, Instawareness,
Tracking Exposed, This Person Does Not Exist, TrackMeNot, Fawkes).

To briefly introduce the initial seven projects, Data Selfie, developed by a team of designers,
artists, researchers, and coders, is a browser extension that tracks Facebook use and reveals to
users the data traces they leave behind and the inferences that can be made about users’ interactions,
habits, interests, personality predictions and so on3. Commodify Us, created by the moddr_ media/
hacker team, is a web application that allows users to license and sell their Facebook data directly to
marketers. Moddr_ also created Web 2.0 Suicide Machine, an application that removes all content
and connections from social media accounts and then deletes these accounts.Me and My Shadow is
a project developed by the non-profit organization Tactical Tech that includes a variety of resources
and tools regarding user management of data tracking and digital awareness. Antipersona, a work
by the artist and engineer Anastasis Germanidis, is a mobile application that allows users to adopt
another Twitter user’s persona for 24 hours. Go Rando is a web browser extension that randomizes
the selection of the Facebook ‘Reactions’ (the extension of the Like button) to obfuscate the emo-
tional profiles of Facebook users. Finally, Facebook Demetricator is a web browser addon that
hides all numbers (e.g. metrics enumerating friends, likes, comments) on Facebook interface.
Both projects are created by the researcher, artist and programmer Ben Grosser.

Regarding the method of analysis, we proceeded in two steps. First, we studied all texts related to
the projects’ websites (descriptions, manifestos, instructions of use, FAQs, posts etc.) and other
sources linked to by their websites (e.g. media articles, commentaries, interviews) to get a sense
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of the projects’ philosophy. Second, to explore the affordances of data activism projects, we per-
formed a discursive interface analysis of the selected cases. Stanfill (2015) explains how discursive
interface analysis interprets the assumptions built in websites and applications through the analysis
of their affordances, to reveal ‘how norms for technologies and their users are produced and with
what implications’ (p. 1059). Based on the premise that ‘the interface of a computing technology is
the manifestation of its implicit politics and ideology’ (Sun and Hart-Davidson, 2014: 3534), affor-
dances entail normative claims ‘about what Users should do’ (Stanfill, 2015: 1062), acting to ‘con-
figure the user’ (Hutchby, 2001: 451). In this method, affordances are seen as producing discourses,
articulating ‘structural ideals that position particular behaviour as “correct” or “normal”’ thus
‘reflecting social logics and non-deterministically reinforcing them’ (Stanfill, 2015: 1060; see
also Fotopoulou and O; iordan, 2017). Based on the premise that discourses are ‘practices that sys-
tematically form the objects of which they speak’ (Foucault, 1972: 49), discursive interface analysis
adopts a critical lens by reflecting on power relations between media industries and users. Our ana-
lysis extends this method to the analysis of critical software affordances and the ways it acts upon
corporate social media affordances (and their implied logics). The analysis was performed by instal-
ling and using the software provided by those projects, signing in through our personal social media
accounts when needed. The applications were used for as long as was necessary to record the
various actions users could engage in by using these tools and the outcomes generated by the
use of the applications. This method allowed us to obtain access to ‘the user’s reactions that
give body to the designer’s project, and the way in which the user’s real environment is in part spe-
cified’ by the software (Akrich, 1992: 209).

The oppositional affordances of data activism tools: hidden, new,
meta- and anti-affordances

The ways in which data activists attempt to empower users can be approached through the concept
of oppositional affordances. We ask what this software does, what it enables users to do, as well as

Table 1. Presentation of data activists’ projects, authors, and projects websites (original contribution by the

authors).

Projects Creators Projects Websites

Data Selfie Hang Do Thi Duc https://www.dataselfie.it/

Commodify Us moddr_ https://commodify.us/

Suicide Machine Worm_Rotterdam Collective

moddr_

Fresco Gamba

Gordan Savicic

Danja Vasiliev

Arjen De Jong

Buro Duplex

Walter Langelaar

http://suicidemachine.org/

Me and My Shadow Tactical technology collective https://myshadow.org/

Antipersona Anastasis Germanidis https://antipersona.co/

Go Rando Ben Grosser https://bengrosser.com/projects/go-rando/

Facebook Demetricator Ben Grosser https://bengrosser.com/projects/facebook-

demetricator/install/
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how specific actions afforded by data activist tools act upon corporate platforms, attempting to
modify users’ experience of them and often subverting their perceptible affordances.
Oppositional affordances are distinguished to four types: (i) enabling the use of hidden affordances;
creating (ii) new affordances, (iii) meta-affordances and (iv) anti-affordances.

i. Enabling hidden affordances

Several data activist applications aim at revealing hidden affordances in corporate platforms – ‘hidden’
is used to refer to affordances that are already provided by platforms but are hardly utilized by users,
such as customization of settings, often because doing so is too burdensome or inconvenient. Me and
My Shadow offers users multiple tools to control their data and enhance their privacy. For instance, the
sub-project ‘Trace My Shadow’ offers users detailed instructions about how to customize default set-
tings to protect themselves. As shown in Figure 1, users select the devices, applications, social net-
works and parameters of internet connection they use and see the type and number of ‘traces’ they
leave behind. Furthermore, they are given instructions (‘Top 5 tips for you’) about how to eliminate
or minimize those traces. Such advice entails using affordances already provided by corporate plat-
forms (e.g. de-activating the Facebook account instead of just signing out, opting out of data collection
by Google Analytics, disabling browser history, creating pseudonymous accounts).

Another example of enabling the use of hidden affordances is Web 2.0 Suicide Machine. This
application aims at supporting users who wish to delete their social media accounts4 but want to
avoid the strenuous and often imperfect process of doing it themselves. As its creators claim, manually
shutting down a Facebook account with 1000 Facebook friends can take up to 9,5 hours (homepage).
Web 2.0 Suicide Machine promises users a ‘faster, safer, smarter, better’ exit from social media. The
automated ‘suicide’ is committed by software that, once users provide their passwords, removes, one
by one, the user’s online content, erasing connections, posts, photos etc.; throughout this process,
users can witness their ‘online life passing away’. The developers stress the experience created for
users to witness their virtual ‘suicide’: ‘It’s exactly like they say the last minute of your real life is
like. But then slow, and fun’ (demonstration video). In this case, the data activist tool again utilizes
social media’s perceptible affordances (deleting an account), increasing the speed and ease by which
they can be used and thereby making a statement against the deleterious effects of these social media

Figure 1. The Me and My Shadow project.
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on users’ lives. As an artistic web project, Suicide Machine also makes use of irony and ambivalence
to articulate its critique, mostly evident in the demonstration video of the project.

ii. Creating new affordances

Syb (http://syb.feministchatbot.com/) is a voice interface developed by Feminist Internet that con-
nects trans and non-binary users to content created by the trans community. It is discussed here as a
tool that offers new affordances. The first affordance is a voice interface (like the well-known
Alexa) that does not follow heteronormative patterns, namely it is a selection of voices that are
familiar to queer users and relevant to their life experiences. Secondly, Syb recommends content
that is created by the trans community and is addressed to trans and non-binary users. It is a filtering
and recommendation mechanism that tends to queer needs and interests, unlike commercial search
engines and recommender systems. These new affordances allow queer users to experience technol-
ogy (AI) in their own terms (e.g. through a queer-sounding voice) and to discover cultural content
that is relevant to their identities much more easily compared to commercial search engines or
recommender systems. As the creators point out, ’we aspire to a future where trans people can
safely embody themselves, having the agency to actualise their desires. […] Syb […] enable[es]
them [users] to imagine new and more liberating futures for themselves’ (https://thenewnew.
space/projects/syb-queering-voice-ai/).

Commodify Us offers users the opportunity to extract their data from Facebook and grant
Commodify Us the right to sell their data on their behalf. Thus, it introduces a new high-level affor-
dance, namely the ability to monetize user data without Facebook’s mediation. Users can become
‘data brokers’ themselves under more ‘fair’ conditions in comparison to Facebook’s business
model. As ‘true owners’ of their data, users are offered a venue to ‘commodify their immaterial
labour’ (About). Commodify Us is an artistic project, and although the (counter)affordances it pro-
vides are real, it seeks more to destabilize common-sense beliefs about platforms’ business models
that monopolize monetization of users’ data and less to offer a functional alternative business
model. Nevertheless, it does open up new pathways for user action that disrupt the consolidated
modus operandi of web economy.

Another category of tools is software that automatically communicate users’ privacy decisions to
websites. One is ADPC (Advanced Data Protection Control – at the time of writing existing as a pro-
totype), which is a piece of software (created by noyb and privacy activist Max Schrems) that provides
‘an alternative to existing non-automated consent management approaches (e.g. “cookie banners”)’
(https://www.dataprotectioncontrol.org/about/), offering users a tool for automatic privacy controls. In
the same logic, Consent-o-Matic (https://github.com/cavi-au/Consent-O-Matic) is an open-source
browser extension that automatically answers cookie-consent requests, saving users from having to
submit the same information over and over at the risk of eventually giving consent to avoid the
hassle (see Lomas, 2020). These tools offer users new affordances with heightened control over their
interaction with websites vis-à-vis personal data processing, replacing existing mechanisms that are
notoriously annoying for users and, for this reason, of reduced effectiveness. Instead, they enable
users to manage privacy requests in an easier and more substantial way (e.g. give, refuse or withdraw
consent) and weaken the effectiveness of dark patterns.

iii. Creating meta-affordances

We propose the term meta-affordances to denote counter-affordances that act upon platforms’ per-
ceptible affordances, directly or indirectly. They are action possibilities offered by data activist tools
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that resignify the use and operation of corporate platforms, often revealing, in a practical manner,
the inner working of processes related to algorithms, data use, business models etc.
Meta-affordances can refer to technical features of data activist tools that enable users to discover
affordances of social media’s key functionalities (e.g. the ‘Like’ button) that are directed at other
types of users (e.g. owners, marketers) and thus are hidden from the ordinary user. By offering a
glimpse ‘under the hood’ they reconstruct the very meaning of social media’s perceptible affor-
dances. At a higher level they enable users to modify their online behaviour within social media
and in turn affect the latter’s operation per se. Meta-affordances are found in several tools exam-
ined; yet the application that exemplifies their operation is Data Selfie.

Data Selfie is a chrome extension that tracks a user’s actions on Facebook, namely what catches
her attention and for how long, what she ‘likes’, clicks on and types (messages and comments). In a
separate interface, the Data Selfie dashboard, the user is provided an aggregated visualization of the
user’s Facebook usage (Figure 2). As the dashboard is enriched continuously with Facebook user
data, the user is offered a parallel view of her own online activity. The dashboard shows the amount
of time users spend daily on Facebook, their top preferences in pages and posts, and a personality
prediction based on their passive (time spent) and active (messages and comments) engagement
with Facebook content. More importantly, users are offered a reconstruction of their algorithmic
identities that are inferred by their data i.e. demographic features (gender), emotional traits (e.g.
life satisfaction), consumption habits (e.g. if one eats fast food frequently or prefers style over
quality when buying clothes), cultural preferences, and political or religious orientation.

While Data Selfie does not modify or interfere with Facebook’s interface and its function, it
operates at a metacommunicative level. Metacommunication (Bateson, 1987) conveys information
as to how a message is to be interpreted and what kind of message it is (Jensen, 2011). Data Selfie
reveals the affordances of Facebook’s functionalities that are reserved for a different set of users,
thereby signalling the nature of what is being afforded and to whom, and reframing those affor-
dances. Liking, sharing, posting information, commenting etc. are no longer just means for ordinary
users’ expression on Facebook but are exposed as affordances provided to marketers and adverti-
sers. Through her dashboard, the user can witness hidden affordances of these features, namely the
construction of her data identity and the inferences and predictions that can be made by her online
actions. This aggregated visualization of users’ algorithmic identities functions as meta-affordance
as it comments upon and re-appropriates perceptible affordances. Liking, for instance, no longer
signifies just a means for users’ expression of attitudes and emotions, but also a tool that tracks,
infers and predicts personal, and at times private, personality traits, identity attributes, habits,
desires and convictions.

This recodification of Facebook’s affordances occurs at a material level, by employing code
itself as the main discursive means to resignify Facebook activity at a practical and personal
level. This is noticeable in the aesthetic of the Data Selfie website and dashboard (the pixelized
logo, the clear and plain black-to-white design and the font of the main menu which is the standard
font used in command line – see Figure 2). As its producers themselves explain, ‘the command line
aesthetic very much reflects our mission of giving you a perspective that you are seeing behind the
scenes’ (Data Selfie introductory video). End users are typically unable to synthesize the hundred or
thousand tiny bits of data they create, dispersed in time as they are in the course of everyday online
activity (e.g. an occasional photo, comment, like, or particular attention granted to a post or an ad).
Corporate platforms, in contrast, are able to reconstruct user profiles based on the processing and
correlation of these bits of data in a process which is centralized, hidden from view and closed off
(Gehl, 2014), so that they acquire meaning (in terms of monetization potential) for a special cat-
egory of users (marketers and advertisers). Through Data Selfie users are not just being ‘informed’
about Facebook’s affordances to marketers; as its dashboard reconstructs their algorithmic
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identities, it renders user data meaning-ful also for ordinary users, before or while Facebook
makes them meaningful, malleable, and open to manipulation for advertisers. As Data Selfie
puts it in their introductory video, ‘after all, you ARE hacking your own data’, elevating end-users
to ‘hackers’ as they are provided access to affordances meant for corporate users.

Another tool that works in a similar way is Instawareness, a piece of code that exposes the opera-
tion of curation algorithms on Instagram and the ways in which the visibility of the content on the
platform is affected by them (see https://instawareness.ugent.be/; Fouquaert and Mechant, 2021), as
well as the tools under the umbrella project Tracking Exposed (https://tracking.exposed/) that allow
users to gather data about their own activity on social media and popular platforms in order to make
sense of algorithm personalization. In most cases, meta-affordances seem to be about building user
awareness, usually regarding algorithmic processes, in the hope that increased awareness will
enable users to take the next step i.e. modify their actions within the platforms in order to
escape, as much as possible, automatized decisions and their effects (e.g. filter bubbles).

iv. Creating anti-affordances

Other applications provide tools that get in the way of platforms’ affordances, hindering or distort-
ing them to the extent that they do not perform their intended function. These can be conceptualized
as negative affordances or anti-affordances, in relation to platforms’ intrinsic affordances. The most
characteristic applications in this respect are two projects created by Ben Grosser,Go Rando and the
Facebook Demetricator. Once installed, Go Rando acts upon Facebook’s interface by choosing
randomly one of the six ‘reactions’ of the ‘Like’ button each time a user clicks on it. The application
aims at obscuring the expression of Facebook users’ feelings by removing its more valuable, in
terms of their commercial value, quality: its authenticity. Randomly liking items is an obfuscation
practice already known to users, yet Go Rando applies it consistently to the entirety of Facebook
activity, producing a potentially disruptive effect. In a similar vein, the Facebook Demetricator,
a web browser extension that hides all metrics on Facebook, aims to ‘disrupt the prescribed sociality

Figure 2. Data Selfie dashboard (part).
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these metrics produce’ within a capitalist culture that insists on an ‘insatiable desire for more’
(Grosser, 2014). The Demetricator functions as an anti-affordance as it cancels metrics’ intended
effects: it has the potential to revoke not only the constant push for more engagement in the platform
but also to deconstruct the ‘metricated social self’, built into Facebook’s hegemonic affordances,
which sits well with a neoliberal ‘audit culture’ that postulates self-surveillance and ‘an internalized
need to excel within the audit’s parameters’ (Grosser, 2014). Feedback from users of the
Demetricator shows that this anti-affordance can transform the entire ‘Facebook experience’ for
users (see further Grosser, 2014).

Antipersona, a mobile application enabling users to adopt another Twitter users’ identity for
24 hours, functions as an anti-affordance in a more implicit way. To better understand this function,
we need first to decipher Twitter’s intended uses. As in other social media platforms, the ‘ideal user’
should have a single, stable, consistent and real identity. Users’ sincerity is essential for corporate
social media business models, so that their algorithmically reconstructed profiles make sense to
advertisers (Gehl, 2014; Van Dijck, 2013). Through various interface strategies – such as
Facebook’s ‘real name policy’ and recently Twitter’s ‘account verification policy’ (see Hearn,
2017) – platform owners ‘promote the ideology of having one transparent self or one identity’,
to discourage users from ‘splitting up their online identities through various platforms, which
messes up the clarity and coherence of their data’ (Van Dijck, 2013: 212). Antipersona substitutes
a Twitter user’s real identity with a different one, albeit temporarily, urging users to experiment
with their identities. This way, it challenges the imposed need for constant self-branding and
gaining popularity. Twitter is being transformed from a tool enabling its established perceived
affordances to a tool serving its own logic, namely affording critical and self-reflexive identity
play and responding to the need for a ‘multiple, composite self’ (Van Dijck, 2013: 200), ‘a diffusion
of subjectivity that opens up multiple ways of being’ (De Vries and Schinkel, 2019: 11). This unin-
tended use is also an undesired use: users spending their time on Twitter observing other users’
activity and engaging in identity play, do not release useful behavioral data that would feed the
business model of the platform (Hearn, 2017). As Hu (2015: 50) argues, ‘the one user of no
value to online companies is the user who fails to “use” […]; this failed user, the user that
doesn’t participate or produce content, represents the queer stoppage of technological (re)
productivity’.

Other software tools that provide anti-affordances exist TrackMeNot (https://trackmenot.io/) is
among the most well-known obfuscation tools (created by Daniel Howe and Helen
Nissenbaum), which ‘helps protect web searchers from surveillance and data-profiling by search
engines’. The tool performs random search-queries to popular search engines and thus attempts
to lessen the accuracy of user profiles rendering them less easily identifiable – hindering the opera-
tion of search engines in respect to user profiling. In a similar vein, Fawkes is a tool created in 2020
that ‘cloaks’ images so that depicted people are not recognized by facial recognition algorithms
(http://sandlab.cs.uchicago.edu/fawkes/). Akin to obfuscation tactics, this tool provides an anti-
affordance as it obstructs the functioning of facial recognition technology with respect to
‘cloaked’ users. Interestingly, this works equally invisibly to the human eye (at the machine learn-
ing level) as the original software which this tool targets5.

Discussion: The promises and limits of data activism for user agency

The present study highlights the essentially sociotechnical nature of this form of oppositional action
that ‘can be understood only by intersecting the material of human-machine interactions and the
symbolic of human action’ (Milan, 2015a: 2). The analysis unearthed core practices of data
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activists, showing how they endorse oppositional use positions (Shaw, 2017), by facilitating user
actions that can modify designed affordances and encompass a subversive potential. A similar
idea is expressed by Santo; (2013: 24) ‘hacker literacies’, namely the critical ‘reading’ and ‘rewrit-
ing’ of sociotechnical spaces by exposing the values embedded in their design and promoting an
understanding that ‘these spaces are indeed malleable’ and hence contestable. By embracing the
hidden, new, meta- and anti-affordances created by data activism projects, ‘ordinary’ users are
offered the possibility to reflexively modify their behaviour online and affect the very algorithms
that produce them as datafied subjects.

All projects examined aim at giving ordinary users agency – albeit in different ways. Projects
that focus on relatively hidden or non-prominent existing affordances enable users to ‘work with
the system’ and utilize what the system has to offer i.e. they offer users defensive mechanisms
to shield themselves against the harms of commercial platforms while continuing their use.
Meta-affordances operate at the level of signification, attempting to resignify the corporate plat-
forms and tools we use every day, usually by revealing what occurs ‘under the hood’. Such
tools employ software that address users as researchers of their own online activity (or ‘hackers
of their own data’, as put by Data Selfie creators) and encourage them to experiment and participate
in a critical play with data. Typically aiming at raising awareness, they do so through demonstrat-
ing, in a practical and personal way, the inner working of algorithmic systems, utilizing an aesthetic
and discourse that can reduce feelings of surprise and revelation. Both types are akin to Ettlinger’s
(2018) ‘productive’modes of resistance (strategies that use and/or subvert elements of digital envir-
onments). New affordances go one step further, offering alternatives that can bypass existing tools,
often catering to the needs of vulnerable communities, with a forward-oriented outlook to ‘imagine
new and more liberating futures’ (Syb project). Anti-affordances are the most antagonistic tools, as
they outright distort or disrupt the operation of platforms.

What new knowledge does this analysis bring into the field of data activism? We believe that the
proposed typology of oppositional affordances can provide the ground on which the diverse forms
of data activism can be empirically investigated vis-à-vis the actual praxis of users, considering the
different user subjectivities and users’ various degrees of consciousness regarding data politics
(Ettlinger, 2018). How are the various types of data activism received by users and with what impli-
cations? Which types of oppositional affordances are of value and fit the needs of which user com-
munities? How are the various types integrated into the fabric of everyday use of technologies and
with what effects? To which type of activist software should activists channel their energy to reach
users (especially when the ‘guerilla war’ with companies is unabating and activist resources are
always scarce)? Such questions can be explored more systematically using the proposed framework
so that we better understand critical software’s subversive potential for ordinary users. To give an
example, while much energy is poured into meta-affordances and awareness-building, taking for
granted that awareness can translate into action, Fouquaert and Mechant (2021: 17) discuss what
they call the ‘Algorithm Paradox’: ‘when people know the existence of curation algorithms, they
claim to be bothered by them while not acting accordingly […]’. This echoes the concerns of
digital security trainers about ‘tool-centric solutions’ that put ‘a mounting pressure’ on users to
‘know everything’ about digital surveillance (Kazansky, 2021: 5). More empirical research is
required to understand the role of the various oppositional affordances in linking awareness/knowl-
edge and empowerment/critical praxis and in crafting new experiences and agonistic subject (user)
positions.

At the same time, as significant a potential data activism holds for empowering, there is a sig-
nificant caveat that needs to be stressed. Despite the fact that most of the projects studied advance a
critical discourse vis-à-vis corporate platforms, there is often an impression that these tools are tech-
nological ‘fixes’ aiming to protect individual users instead of collective reactions for structural
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regulation or social control over corporations and states (Fish, 2017). In other words, the respon-
sibility tends to be placed primarily on users, who should take action to protect themselves
against corporate actors eroding their privacy and violating their rights. This idea is compatible
with a fundamental ideology permeating the data industry, the idea of the ‘sovereign interactive
user’ (Gehl, 2014). As Gehl argues, the ideology of self-regulation, pushed by advertising and mar-
keting companies, is based on an imagined user who is conceived as a free and powerful subject, a
‘master of digital flows’ (2014: 111), able to make informed choices and take on the risks related to
her activity online. What follows is the shifting of responsibility from data industries and regulatory
agencies to the ‘enlightened’ user, in line with ‘neoliberal ideologies of self-determination and per-
sonal risk management’ (Gehl, 2014: 110). One could argue, as Milan & Gutiérrez do (2015: 127),
that data activists are ‘inherently political, as their hands-on practices seek ultimately to alter power
distribution’. As hard as it is to disagree, we observe that, as far as data activism discourses aim
solely at creating awareness among individual users, the broader political economy of big data
and data companies’ practices tend to be left intact i.e. keeping one’s own data private (practicing
good ‘digital hygiene’ as many public campaigns advocate these days) does little to address the
larger political problem of surveillance (Hu, 2015: 119)6.

A related concern is associated to collective agency, as opposed to the agency of individual
users. To be sure, the projects examined are part and parcel of a broader movement of data activism,
which is linked to both traditional and data-centred social movements (Milan, 2015b), focusing on a
collective effort to build a fairer digital (eco)system. Besides, cyber- or hackactivism has always
been conceived less as a mass movement and more as a decentralized ‘cell-based hit-and-run
media intervention’ (Milan, 2015b: 552). Still, data activism is characterized by a ‘novel tension
between the individual and the collective dimension of organized collective action’ (Milan and
Gutiérrez, 2015: 124). While these projects offer ample opportunities for the active engagement
of programmers as data activists, it is hard to see how non-skilled users can take part in the
game (see also Baack, 2015). From the perspective of end users with no programming skills, the
affordances provided do not envisage a process of collective identity building or collective
action in a tangible manner. With a few exceptions that incorporate a mechanism of public visibility
of contentious online action or a more active role for lay users, the latter are on their own vis-à-vis
the corporate power nexus, empowered to perform personalized acts of defiance that do not seem to
be weaved into a collective representation of ‘we-ness’.

All the cases of activist software examined certainly reflect an activist identity on the part of the
creators of these tools. An interesting question that arises, and this analysis attempted to answer, is
what is the role envisaged for users. In other words, to what extent do users act as activists by uti-
lizing these action possibilities? The analysis showed that anti-affordances enable users to act as
activists more than other tools, effecting change on the platform infrastructures themselves,
whereas new affordances tend to pull users away from using corporate platforms, potentially weak-
ening their user base. Meta-affordances operate at the level of identity or consciousness, which may
(or may not) transform into activism, while the revelation of hidden affordances subscribes to a
model of individual protection. We consider that this typology of oppositional affordances
enables activist software creators to better understand which action possibilities their projects
create for users as well as their limits, and provide a useful ground for reflection on how users
can be further involved in this process.

Although the recent but prolific field of (critical) data studies lays bare the harms of datafication,
the study of data activism is comparatively underdeveloped, empirically and theoretically.
Responding to Fuller’s (2003) call for understanding the ‘materiality of software’ and theorizing
how particular activist software creations produce certain effects and models of user subjectivity
(Fuller, 2008), we argue that the study of data activism has a lot to gain by focusing on subversive
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software itself, drawing on software studies’ emphasis on the material aspects of technology.
Equally important is to develop a critical approach that does not fall back into merely celebratory
accounts that take the claims on deconstruction of hegemonic narratives at face value. Oppositional
affordances reveal the actual agentic possibilities of data activism for users other than activists and
invite further research into whether users will come forward to play the roles envisaged by data acti-
vists or whether they will define other roles for themselves.
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Notes

1. The sampling period covered a broad range to include projects that appeared between 2016 and 2018,
taking into account two major events: a) first, the Cambridge Analytica scandal during 2016 US presidential
Election; b) secondly, the fact that the General Data Protection Regulation (GDPR) was put into effect
within the European Union in 2018, whereby organizations are not allowed to target or collect data
related to consumers, with penalties reaching into the tens of millions of euros.

2. The use of software simply for informing users was not considered eligible for inclusion in this analysis,
such as AI tools such as Maru (an anti-harassment chatbox, https://maruchatbot.co/) or F’xa, a ‘feminist
guide to AI bias’ (https://f-xa.co/).

3. In July 2018 the Data Selfie server was shut down for economic reasons. The application still functions but
is not giving new predictions (see http://dataselfie.it/#/shutdown).

4. At the time of writing Myspace, Twitter and LinkedIn are featured as ‘targets’ (LinkedIn is present but the
link is deactivated). Facebook was removed from the list of social media for which ‘suicide’ can be com-
mitted; the C&D letter from Facebook, in which it threatens to take legal action against Suicide Machine, is
published on the website’s homepage (http://suicidemachine.org/download/Web_2.0_Suicide_Machine.
pdf, last accessed 15/7/2021).

5. Anti-affordances as actionable possibilities can by created by non-technological means too. Algorithmic
Justice League’s #DRAGVSAI is a campaign that works through workshops where participants experiment
with altering their faces in physical ways (with make-up and accessories) in order to obfuscate face recog-
nition systems and explore the results by interacting with face recognition software. A hybrid approach (uti-
lizing matter and technologies of facial analysis) is opted for by Zach Blas and his amorphous masks
(Facial Weaponization Suite) that resist face recognition systems and at the same time raise issues pertain-
ing to gender, race and sexual identities. This anti-affordance offers ‘the possibility to equip the face with a
way of opting out and escaping from the logic of the visible’ (de Vries and Schinkel, 2019: 9; see also
https://zachblas.info/works/facial-weaponization-suite/). Sterling Crispin’s Data Masks are 3D printed
face masks that are a result of reverse engineering facial recognition technologies, representing how
human faces are seen by algorithms. They aim not just at hiding from these algorithms but also at ‘satisfy-
ing’ them, ‘show the machine what it’s looking for […] let it stare back into its own mind’ (http://www.
sterlingcrispin.com/data-masks.html).
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6. Hu (2015: 114–125) even argues that as individual sousveillers mimic the tactics of state surveillors (and
the latter co-opt the former’s practices), they end up reinforcing the subject position of the active ‘private
user’ (a carefully crafted construction based on the confusion of economic and personal freedom) and
strengthening the neoliberal ideology of economic efficiency.
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