The Use of Remote Sensing for Maritime Surveillance for
Security and Safety in Cyprus

George Melillos*®, Kyriacos Themistocleous®, Chris Danezis?®, Silas Michaelides®,
Diofantos G. Hadjimitsis® Sven Jacobsen®, Bjorn Tings®

2Department of Civil Engineering and Geomatics, Cyprus University of Technology, Limassol 3036, Cyprus
PERATOSTHENES Centre of Excellence, Limassol 3036, Cyprus
°German Aerospace Center, Remote Sensing Technology Institute, (DLR-IMF), Bremen, Germany

ABSTRACT

Maritime surveillance is of critical importance for threat prevention and maintenance of national security and
safety. Maritime traffic comprises worldwide navigation of millions of vessels. In this sense, the geostrategic
position of Cyprus entails the need for effective monitoring of marine traffic. Remote Sensing is a technique,
which enables maritime surveillance by means of space-based detection and identification of marine traffic. The
advent of new satellite missions, such as Sentinel-1, enabled the acquisition of systematic datasets for monitoring
vessels. Using the Copernicus Open Access Hub service, it is now feasible to access satellite data in a fully
automated and near real-time mode and deliver vessel information through a web portal interface. Nevertheless,
there is still a great need to understand the full potential of the information acquired from such sensors. In this
paper, an overview of vessel tracking techniques using Sentinel acquisitions is carried out. Consequently, vessel
detections via space imagery could be authenticated against Automatic Identification System (AIS) data, which
provide the location and dimensions of ships that are legally operating in the Cyprus region.
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1. INTRODUCTION

Maritime surveillance can be defined as the monitoring of human activities at sea. The surveillance is intended to
support efforts related with security (e.g., irregular sea border crossing, and smuggling of illegal goods or
substances), safety (e.g., Search and Rescue, and shipping traffic), and environmental and sustainability (e.qg.,
fishing control, and pollution) aspects?. This paper focuses on monitoring marine traffic using Remote Sensing
techniques, such as space-based detection and identification in the Cyprus region.

The advent of new satellite missions, such as Sentinel-1, enabled the acquisition of systematic datasets for
monitoring vessels. Using the Copernicus Open Access Hub service, it is now possible to access satellite data in
a fully automated and near real-time mode and deliver vessel information through a web portal interface.
Following the Copernicus’s “free, full and open” data access policy, all the images (“full”’) are made available to
all users (“open”) at no cost (“free””) through the Copernicus Open Access Hub (formerly known as Sentinels
Scientific Data Hub), while dedicated data access is provided to international partners (International Hub),
collaborative ground segments (Collaborative Hub) and Copernicus Services (Copernicus Services Hub)?.
Sentinel-1 operates in a predefined observation plan, which dictates the areas that will be monitored and the modes
and polarisations that will be used?®.

Sentinel-1 is the SAR satellite constellation of the European Union’s Copernicus programme for Earth
Observation, operated by the European Space Agency (ESA). It consists of two units, Sentinel-1A launched on 3
April 2014 and Sentinel-1B launched on 25 April 2016, which entered into operation on 3 October 2014 and 26
September 2016, respectively. It uses a C-band instrument (frequency 5.405 GHz) and can operate in four
acquisition modes: ExtraWide (EW), InterferometricWide (IW), Stripmap (SM) and Wave (WV) 45, The data can
be processed to various types of image product, and the Ground Range Detected High resolution (GRDH)
product*S is the one used in this study. The radar can transmit in vertical (V) or horizontal (H) polarisation, and
can receive in H, V or in both of them simultaneously.



A Sentinel-1 product can therefore have one of the following combinations of polarisations: single channel HH,
VV, HV or VH, or dual HH + HV or VV + VH, the first letter denoting the transmitted polarisation and the second
one the received polarisation*®. Additionally, SNAP (Sentinel Application Platform) software from ESA provide
ocean object detection tool using Utilization of CFAR (Constant False Alarm Rate) algorithm to detect a sea
object. The tool is called ocean object detection and allow rapid ship detection mapping. Thus, in this study, the
aims are to detect ship position by using this tool®. Also, ship detection using SAR images could be validated
against Automatic ldentification System (AIS) data, which provide the location and dimensions of ships that are
legally operating in the Cyprus region. The AIS system was initially developed for ship collision avoidance by
broadcasting a ship’s information to other ships and AlS base stations located along coast lines?. This information
can be dynamic, including ship position, heading and speed, or static, including ship name, IMO number and size’.

In the maritime domain, several algorithms and methods have been developed for ship detection using SAR data.
The most common ship detector algorithm, as mentioned above, is the CFAR (Constant False Alarm Rate)
detector, where the outcomes of the detection stage can be validated with the AIS data as the ground truthg,
However, the AIS data are often not a reliable source of information because of the presence of some errors and
uncertainties while reporting ships information, for example, error related to the ship position, heading or simply
some data can be missing in the AIS report®. As well, ship detection with Sentinel-1 falls into the non-cooperative
category and enables detection of vessels not carrying AIS or other tracking system on board, such as smaller
fishing ships or ships that are found in the surveyed area illegally (illegal fishing, piracy etc.). Moreover, SAR is
not reliant on solar illumination and is rather independent of weather conditions, therefore, enabling frequent
monitoring®®.

2. METHODOLOGY
2.1 Study Area

The area of interest (Aol) of the study is part of the Cyprus' Exclusive Economic Zone (EEZ, which refers to 200
nautical miles, over which a nation has certain sovereign rights). Cyprus is located at the juncture of the World
Island (Eurasia) with Africa. It is on the sea lane of the great maritime highway connecting the Mediterranean Sea
through two sea gates--the Suez and Bab al-Mandab—uwith the Indian Ocean. From there, it links to two other sea
gates. These are the Strait of Hormuz, leading to the Persian Gulf, and the Strait of Malacca, connecting to the
Pacific!l. The study periods used herein are 24 February 2020 and 02 March 2020, as shown from the satellites’
metadata in Figure 1 and Figure 2 respectively. Figure 3 shows satellite image of Cyprus' Exclusive Economic
Zone (EEZ) and also thumbnail backscattering images of Sentinel-1 imagery a) on 24 February 2020 and b) on
02 March 2020.

first_line_time 24-FEB-2020 03:51:22.982996
last_line_time 24-FEB-2020 03:51:47.981700
first_near_lat 35.81736373901367
first_near_long 34.23250580233104
first_far_lat 36.22178649902344
first_far_long 31.41541601699129
last_near_lat 34.31291198730469
last_near_long 33.87685017854811
last_far_lat 34.71928024251992
last_far_long 31.1117379325653%

Figure 1. Main metadata of the study period on 24 February 2020.



first_line_time 02-MAR-2020 03:43:28.578227
last_line_time 02-MAR-2020 03:43:53.577806
first_near_lat 34.656639099121094
first_near_long 36.020653406314385
first_far_lat 35.06629620523973
first_far_long 33.21717292343347
last_near_lat 33.153578424813546
last_near_long 35.65770071436327
last_far_lat 33.563185604762396
last_far_long 32.917761922963386

Figure 2. Main metadata of the study period on 02 March 2020.

Figure 3. Satellite image of Cyprus' Exclusive Economic Zone (EEZ) and also thumbnail backscattering images
of Sentinel-1 imagery a) on 24 February 2020 and b) on 02 March 2020.

2.2 Methods

The main idea for this study is to detect ships in the Cyprus' Exclusive Economic Zone (EEZ). Data from Sentinel-
1 from the Copernicus Open Access Hub was used through the online interface. The methodology was formulated
in order to be used within the Sentinel application platform (SNAP), a common architecture for all Sentinel
satellite toolboxes. The processing graph in 'xml' format allows the processing of Sentinel-1 GRD using the
command line graph processing framework, which allows for batch processing of large datasets?2.



The overall methodology adopted in this study consists of fifteen (15) processing steps briefly described below
(see Figure 6):

Step 1: Select Areas of Interest from Copernicus Open Access Hub (Figures 4 and 5)

NamaAcus /
Figure 4. Select Area of Interest (on 24 February 2020) from Copernicus Open Access Hub used in this study.

Figure 5. Select Area of Interest (on 02 March 2020) from Copernicus Open Access Hub used in this study.



Step 2: Download data from Sentinel-1 via the Copernicus Open Access Hub using the online interface by
specifying the following parameters:

Sensing period: (2 periods) From 24/02/2020 to 24/02/2020 and from 02/03/2020 to 02/03/2020
Check Mission: Sentinel-1

Satellite Platform: S1A*

Product Type: GRD (Ground-range-detected product)

Step 3: Using SNAP (Sentinel Application Platform) software. Opening Amplitude_VH to visualize the band.

Step 4: Thermal noise Removal: Thermal noise removal reduces noise effects in the inter-sub-swath texture, in
particular, normalizing the backscatter signal within the entire Sentinel-1 scene and resulting in reduced
discontinuities between sub-swaths for scenes in multi-swath acquisition modes*2.

Step 5: Apply orbit file which provides accurate satellite position and velocity information. Based on this
information, the orbit state vectors in the abstract metadata of the product are updated?°.

Step 6: Remove GRD (Ground Range Detected) Border Noise: Remove noisy pixels from GRD images,
regardless of their acquisition mode, polarization, or resolution and can cope with challenging features within the
image scenes that typically affect other approaches®.

Step 7: Subset: Since our Area of Interest (Aol) is quite small and there is no need to process the whole image,
we start with sub-setting the scene to a more manageable size. This will reduce the processing time in further steps
and is recommended when the analysis is focused only over a specific area and not the complete scene'®.

Step 8: Add vector mask in order to avoid detection of false targets (ships) on land the SNAP Ocean Object
detection includes a land masking function®. Our mask was ESRI Shapefile which represents Cyprus' Exclusive
Economic Zone (EEZ).

Step 9: Run ship detection algorithm. It consists of four (4) stages briefly described below:

Land-Sea Mask: The first stage is masking the land areas to avoid false target detections on land?®.
Therefore, it has been chosen to import into our product our vector mask with the name EEZ.shapefile.

Calibration: Calibration is the procedure that converts digital pixel values to radiometrically calibrated
SAR backscatter!?,

Adaptive Thresholding: Adaptive thresholding is a frequently used method for target detection in SAR
imagery. The underlying assumption is that targets appear bright on dark background. The adaptive
thresholding algorithm is applied in the moving window. For each pixel under test (central pixel) a new
threshold value is calculated based on the statistical characteristics of its local background: if the pixel
value is above the threshold the pixel is classified as target pixel°.

Object Discrimination: This stage is used to filter out false targets based on minimum and maximum
size limits®. In this study, 30 m and 600 m were determined for minimum and maximum target size.
These values were selected based on ship size estimation

Step 10: Terrain correction: Terrain corrections are intended to compensate for the distortions arising due to the
sensor’s side looking geometry so that the geometric representation of the image will be as close as possible to
the real world*2.



Step 11: Colour Manipulation

Step 12: Results - Ship detection: Open band using Sigma_VH and Sigma_VV. We can see the red circles
representing targets.

Step 13: Ship Extraction: Export results to an ESRI Shapefile (.shp) format that is more manageable and can be
processed and visualized further in software such as QGIS.

Step 14: Visualization in QGIS

Step 15: Comparison of results is performed
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Figure 6: Methodology



3. RESULTS

In the ship detection process, using ocean object detection tool in SNAP, ship was extracted from Sigma Nought
VH. The results show that the objects are detected as shown in Figure 7 and Figure 8. In SAR images using SNAP
viewer ships tend to appear as bright pixels in a darker local background. We can see the bright targets (ships)
within the red circles (Figures 7, 8) in the Areas of Interest on 24 February 2020 and on 02 March 2020.

Figure 7. Ships detection results in SNAP viewer for Area of Interest (on 24 February 2020). Targets (ships)

within the red circles.

Figure 8. Ships detection results in SNAP viewer for Area of Interest (on 02 March 2020). Targets (ships) within

the red circles.



Furthermore, to making the ship detection results look better were exported as CSV file and in ESRI Shapefile
(.shp) format. This is more manageable and can be processed and visualized further with software, such as QGIS.
Figure 9 shows the results as CSV format for Area of Interest (on 24 February 2020) and Figure 10 shows the
results as CSV format for Area of Interest (on 02 March 2020) and Figure 11 shows results in QGIS. The results
indicate that ship detection using ocean object detection tools by Sentinel-1 ocean object detection in SNAP tools,

enables detection of vessels not carrying AlS or other tracking system.
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Figure 9. Ships detection CSV results for Area of Interest (on 24 February 2020).
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Figure 10. Ships detection CSV results for Area of Interest (on 02 March 2020)
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Figure 11. Ships detection results for Area of Interest on 24 February 2020 (blue points) and for Area of Interest
on 02 March 2020 (orange points).

Furthermore, using a larger time-series, it is possible to detect the areas where the ships are frequently travelling
and the concentration of marine traffic in the Cyprus EEZ (figure 12).

Figure 12. Ships detected using time series analysis



4. CONCLUSIONS

Ship detection is part of maritime surveillance that is in the focus of this paper using Sentinel 1. The free, full, and
open nature of the Sentinel-1 SAR images gives access to unprecedented volumes of data. This presents
opportunities, but these will not come to fruition unless the challenges that also come with the huge data volume
are confronted®. The surveillance is intended to support efforts related with security. In this study, Sentinel-1
results show that using ocean object detection SNAP tools are suitable to use for rapid sea mapping. The procedure
uses fast-delivery data from the synthetic aperture radars on Sentinel-1, with automatic download and processing
for object detection?®,

Furthermore, the availability of repeated observations allows ship detections: most of these detections are ships
of interest and some of them of no interest to maritime surveillance purposes. Overall, observations are planned
in the near future to study different periods of time and different study areas in order to evaluate the above results
and the satellites’ sensitivity and time series analysis.

The study at hand represents an initial approach to ship detection with publicly available tools. Within the
‘EXCELSIOR’ project, the results will later be compared to more sophisticated methods as developed by DLR.
The technology to run high-performance ship detection algorithms directly at the receiving ground station and
thus keeping the time between acquisition and information delivery minimal will be introduced to the Cyprian
partners within this project. The benefit in accuracy and time saving can then be quantified.

ACKNOWLEDGMENTS

This paper is under the auspices of the activities of the ‘ERATOSTHENES: Excellence Research Centre for Earth
Surveillance and Space-Based Monitoring of the Environment’- ‘EXCELSIOR” project that has received funding
from the European Union’s Horizon 2020 research and innovation programme under Grant Agreement No 857510
and from the Government of the Republic of Cyprus through the Directorate General for the European
Programmes, Coordination and Development. From 1% of October 2019, the ERC group (Department of Civil
Engineering and Geomatics) at the Cyprus University of Technology is on the way to be upgraded to
ERATOSTHENES Centre of Excellence (ECoE) through ‘EXCELSIOR’ H 2020 Widespread Teaming project
(www.excelsior2020.eu).

REFERENCES

[1] Santamaria, C., Alvarez, M., Greidanus, H., Syrris, V., Soille, P. and Argentieri, P., “Mass processing of
Sentinel-1 images for maritime surveillance,” Remote Sensing, 9 (7), 678 (2017).

[2] Access to Sentinel Data. Available online: https://sentinels.copernicus.eu/web/sentinel/sentinel-dataaccess/
access-to-sentinel-data (accessed on 30 November 2019).

[3] Sentinel-1 Observation Scenario. Available online: https://sentinel.esa.int/web/sentinel/missions/sentinel-
1/observation-scenario (accessed on 30 November 2019).

[4] S-1 Mission Performance Center. Sentinel-1 Product Specification. Available online: https://sentinel.esa.int/
documents/247904/349449/Sentinel-1_Product_Specification (accessed on 30 November 2019).

[5] Sentinel-1 Production Scenario. Available online: https://sentinel.esa.int/web/sentinel/missions/sentinel-
1/production-scenario (accessed on 30 November 2019).

[6] Bioresita, F., Pribadi, C. B. and Firdaus, H. S. “Ship Detection in Madura Strait and Lamong Gulf using
Sentinel-1 SAR Data,” In Proceeding of the 3rd International Conference on Science and Technology ,Vol. 1, pp.
13-23 (2018).

[7] International Telecommunication Union, “Technical characteristics for an automatic identification system
using time division multiple access in the VHF maritime mobile frequency band,” Available online: http:// www.
itu.int/dms_pubrec/itu-r/rec/m/R-REC-M.1371-5-201402-1'!PDF-E.pdf (accessed on 30 November 2019).

[8] Pelich, R., Longépé, N., Mercier, G., Hajduch, G. and Garello, R., " AlS-Based evaluation of Target Detectors
and SAR Sensors Characteristics for Maritime Surveillance," in IEEE Journal of Selected Topics in Applied Earth
Observations and Remote Sensing, vol. 8, no. 8, pp. 3892-3901 (2015).



http://www.excelsior2020.eu/
https://sentinel.esa.int/

[9] Harati-Mokhtari, A., Wall, A., Brooks, P. and Wang J., “Automatic identification system (AIS): Data
reliability and human error implications” Journal of Navigation. vol. 60, no. 3, pp. 373-389 (2007).

[10] Serco Italia SPA (2018). Ship detection with Sentinel-1 — Gulf of Trieste (version 1.3). Available online:
https://rus-copernicus.eu/portal/the-rus-library/learn-by-yourself/ (accessed on 30 November 2019).

[11] Leigh, J. and Vukovic, P., “A geopolitics of Cyprus. Middle East Review of International Affairs (Online),”
15 (4), 59 (2011).

[12] Filipponi, F., “Sentinel-1 GRD Preprocessing Workflow,” In: Multidisciplinary Digital Publishing Institute
Proceedings. 2019. p. 11.

[13] Stasolla, M. and Neyt, X., “An Operational Tool for the Automatic Detection and Removal of Border Noise
in Sentinel-1 GRD Products,” Sensors, 18 (10), 3454 (2018).

[14] Kurekin, A. A., Loveday, B. R., Clements, O., Quartly, G. D., Miller, P. I., Wiafe, G. and Adu Agyekum, K.,
“Operational monitoring of illegal fishing in Ghana through exploitation of satellite earth observation and AIS
data,” Remote Sensing, 11(3), 293 (2019).



https://rus-copernicus.eu/portal/the-rus-library/learn-by-yourself/

